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KomnbroTepHslil BUPYC - 3TO Pa3HOBUAHOCTD KOMITBIOTEPHBIX IPOTPAMM, OTIIMYUTEIHHON OCOOCHHOCTHIO
KOTOPOH SIBJIIETCS CIIOCOOHOCTD K Pa3MHOXKEHUIO. B onosiHeHne K 3ToMy, BUPYChI MOT'YT ITOBPEAUTD
VI TIOJTHOCTBIO YHUUYTOXUTD BCe (Paiiiibl M JaHHbIE, OJKOHTPOJIbHBIE [10JIb30BATENI0, OT UMEHH
KOTOpOT0 ObliIa 3aIlyllleHa 3apa’keHHasi IporpaMMa, a TakyKe MOBPEAUTh UITH J1aXKe YHUUTOXHTh
OTIEpaIIMOHHYIO CUCTEMY CO BCeMU (ailiaMy B 11e710M. B O0NbIIMHCTBE CllydyaeB pacnpoCTPaHSIIOTCS
BHUPYCHI UEPE3 UHTEPHET.

MeTobl 3aIIUTEl OT BPEJOHOCHBIX MPOTPaMM:

1. Ucnonb3yit coBpeMeHHbIE ONEPAIUOHHbBIE CUCTEMbI, UMEIOIIUE CEPhE3HbII YPOBEHD 3alIUThI OT
BPEIOHOCHBIX ITPOTPAMM;

2. ITocrostHHO ycTaHaBiIMBal naTyu (LUGPOBBIE 3aIUIATKH, KOTOPbIE ABTOMATUYECKH YCTAHABJIUBAIOTCS C
LeJIbI0 IOPaOOTKU MPOTrpaMMBbl) U IpyTrre OOHOBJIEHUS CBOEH olnepalmoHHON cucteMbl. CkaunBai ux
TOJIbKO ¢ opunManbHOro caira paspadborurka OC. Ecnu cyiiecTByeT pexxuM aBTOMaTHYeCKOTO
OOHOBIJICHUS, BKJIIOYH €T0;

3. Pabotaii Ha cBOeM KOMIIBIOTEpE MO/ TpaBaMy MOJIb30BATENs, @ HE aIMUHUCTPATOPa. ITO HE MO3BOJIUT
OOJIBITMHCTBY BPEIOHOCHBIX MTPOrpaMM WHCTAJUIMPOBATHCS HA TBOEM MEPCOHAILHOM KOMITbIOTEPE;

4. Vicionb3yil aHTUBUPYCHBIE TPOrPAMMHBIE MPOTYKThI U3BECTHBIX MMPOU3BOIUTENEH, C aBTOMAaTUYECKUM
OOHOBJIEHHEM 0a3;

5. Orpannyb GU3NYECKUI TOCTYI K KOMIBIOTEPY AJIsl TOCTOPOHHUX JIUIL;

6. Micnonp3yii BHEIIHUE HOCUTENN HHPOPMALIUK, TaKKe Kak (uielika, JTUCK WK (aiin u3 nHTepHera,
TOJIKO U3 MTPOBEPEHHBIX HCTOUHUKOB;

7. He oTkpbIBaii KOMIBIOTEPHBIE (Pailiibl, MOJyYEHHBIE U3 HEHAJI)KHBIX HCTOYHUKOB. Jlaxe Te ¢aiiibl,
KOTOpBIE MpHCIall TBOW 3HAKOMBIH. JlydIiie yTouHu y Hero, OTIPABIISI JIU OH TeOe UX.



Ceru WI-FI

Wi-Fi - 310 He BHJI IIepeiayn JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIbL Openn, Mapka. Eme B 1991 roay
HUJIepIIaH/IcKas KoMmmanus 3apeructpupoaina o6pena "WECA", uto 0003Hauao caoBocoYeTaHuEe
"Wireless Fidelity", koTopbrlii mepeBoanTcs Kak "OecrpoBoIHAsS TOYHOCTD'.

Jlo Haiiero BpeMeHH Joliia apyras ab0peBuarypa, KoTopas SBIsSETCs TaKOU ke TeXHOoJoruei. 91o
a0b6peBuarypa "Wi-Fi". Takoe HazBaHue ObUIO JaHO C HAMEKOM Ha CTAHJIAPT BBICIICH 3BYKOBON TEXHHUKHU
Hi-Fi, uro B mepeBoie 03Ha4aeT "BbICOKasi TOYHOCTD".

Ja, 6ecruiaTHBI HHTEPHET-IOCTYII B Kade, OTEeNAX U adPOIOPTax SABISAETCS OTIIMYHON BO3MOKHOCTBIO
BbIXOJa B UHTepHET. HO MHOTHE KCIepThl CUMTAIOT, UTo obmenoctynnubie Wi-Fi cetu He aBisoTCs
0€301MaCHBIMH.

CoeTbl 110 Oe30MaCHOCTH PabOTHI B 00LIEIOCTYIHBIX ceTsix Wi-fi:

1. He nepenagraii cBoro nuuHyto nHpopMaluio gepes odmenoctymnusie Wi-Fi cetu. Paboras B HuX,
JKeJlaTeIbHO HE BBOJUTH MApOJIU JOCTYIIA, JIOTUHBI U KaKhe-TO HOMepa;

2. Ucnionb3yii 1 OOHOBIISAM aHTUBUPYCHBIE TPOrpaMMbl 1 OpanaMayep. TeM caMbIM Thl 00€30MacHIITb
ce0st OT 3aKa4YKH BHpYCa Ha TBOE YCTPOICTBO;

3. IIpu ucnonp3oBanuu Wi-Fi otkimoun ¢ysakiuio "OO0mumii 1oty K ¢aitiam u npuntepam". JlanHas
(GYHKIUS 3aKpBITA IO YMOJTYaHUIO, OJJHAKO HEKOTOPBIE MOJIL30BATEIN aKTUBUPYIOT €€ i yI00CcTBa
UCIOJIb30BaHuUs B paboTe uiH yueoe;

4. He ncnionb3yit nyonuunsiit WI-FI a1 nepenaun nu4HbIX JaHHBIX, HATPUMEp /7S BBIXO/1a B
COLIMAJIbHBIE CETH UJIU B 3JIEKTPOHHYIO IOUTY;

5. Ucnonb3yit Tonpko 3amumieHHoe coenunenue yepe3 HTTPS, a ue HTTP, T.e. mpu HaGope Beb-aapeca
BBOIM UMeHHO "https://";

6. B moOmibHOM Tenedone orkmoun pyakuro "Tloakmouenne k Wi-Fi aBromatruecku". He nomyckaii
aBTOMATHYECKOT'O TIOJKITFOUEHHS yCTporicTBa K ceTsim Wi-Fi 0e3 TBoero cornacus.

ConnanbHble ceTH

CoumasnbHble CeTH aKTUBHO BXOJIAT B HAIIly KU3Hb, MHOTHE JIIOAU PA0OTAIOT U KHUBYT TaM IMOCTOSHHO.
MHorue noap30BaTeNId HE MOHUMAIOT, YTO MH(OpMalKs, pa3MEIIeHHas MU B COLIMAJIbHBIX CETAX,
MOJKET OBITh Haii/leHa M UCII0JIb30BaHa KEM YTOHO, B TOM YHCJIEe HE 00s13aTeNIbHO ¢ OJaruMu
HaMEpEHUSIMU.

OcHOBHBIE COBETHI M0 0€30MAaCHOCTH B COLMAIBHBIX CETAX:

1. Orpanunys ciucok Apy3ei. Y Te0st B Ipy3bsiX HE JOJKHO ObITh CIy4YailHbIX U HE3HAKOMBIX JIHOJEH;

2. 3amuiail cBOI0 YacTHYIO )XHu3Hb. He yka3biBaii mapoiu, TenedoHsl, agpeca, 1aTy TBOETO POKACHUS U
APYTYIO JUUHYIO0 HH(POPMALKIO. 370YMBIIIIEHHUKHA MOTYT HCIIOJIB30BaTh Jjaske MH(POPMAIUIO O TOM, KaK
ThI U TBOU POJUTENH IIJIAHUPYETE IPOBECTU KAHUKYJIBI;

3. 3amuiai CBOI pemyTaIio - IPKH €€ B YHCTOTE U 33JjaBail ce0e BOIPOC: XOTEI ObI ThI, YTOOBI
JpyTHe NO0JIb30BaTEIN BUJIEIH, YTO Thl 3arpyxaeis? [logymaii, mpexae yeM 4To-To onyOJIuKOBaTh,
HanucaTb U 3arpy3UTh;

4. Ecnu TBI TOBOPHILB C JIFO/IBMHU, KOTOPBIX HE 3HACIIIb, HE UCIIOJIb3YHl CBOE pealbHOE UMl U APYTYIO
JUYHYI0 HHGOPMAIIUU: UMSI, MECTO KUTEJIbCTBA, MECTO yueObl U MpoUee;

5. U36erait pazmemenus ¢otorpaduii B UHTepHETE, T/1e THI H300paKeH Ha MECTHOCTH, 110 KOTOPOI
MO>KHO OIPENEIUTHh TBOE MECTOIIOJIOKEHUE;

6. IIpu perucrpanuu B COMaIbHON CETH HEOOXOIUMO UCIIOIb30BaTh CJIOKHBIE TAPOJIH, COCTOSAIINE U3
OykB U1 LHU(DpP U C KOTUUECTBOM 3HAKOB HE MEHeEe §;

7. JInst conmanbHOM CeTH, TIOYTHI M IPYTUX CAaHTOB HEOOXOIMMO MCITOIH30BaTh pa3Hble mapoiau. Torma
ecii Te0sl B3JIOMAlOT, TO 3JI0YMBIIIIEHHUKH TOJIYYaT JOCTYI TOJBKO K OJJHOMY MECTY, a HE BO BCE Cpasy.



DJIeKTPOHHbIE IeHbIH

DNEeKTPOHHBIE JEHBIU - 3TO OYEHb YI0OHBIN CIOCO0 IMIaTekel, OJHAKO CYIIECTBYIOT MOILIEHHUKH,
KOTOPBIE XOTAT MOJTYYUTh 3T JICHBIU.

DNEeKTPOHHBIE JEHBIY MOSIBUWJINCH COBCEM HEJJAaBHO U HIMEHHO M3-3a 3TOI'0 BO MHOTHX T'OCYJapCTBaX /10
CHX IOp HE MPOMKUCAHO MPO HUX B 3aKOHAX.

B Poccun xe onu QyHKIMOHUPYIOT M O HUX YK€ MPOMUCAHO B 3aKOHE, e UX Pa3AesisiioT Ha HECKOJIBKO
BHJIOB - aHOHMUMHBIC U HE aHOHUMHBIE. Pa3Huiia B TOM, 4TO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs
MIPOBOAMTH OMNepanuu 06e3 uIeHTU(PUKALNY TIOTH30BATElISA, @ B HCAHOHUMHBIX HICHTU(UKALINS
MI0JIb30BATEJIS SBJSIETCS 00s13aTENIbHOI.

Taxxe cnenyeT pa3nuyarh IEKTPOHHbIE (PMaTHBIE ACHBIU (PaBHBI TOCYAAPCTBEHHBIM BaJIIOTaM) U
ANIEKTPOHHBIC HEUATHBIE IEHBI'M (HE PABHBI TOCYJAPCTBEHHBIM BATIOTAM).

OcHOBHBIE COBETHI 0 0€30MacCHOM paboTe ¢ IEKTPOHHBIMH JCHbIaMHU:

1. IIpuBsixu K cueTy MOOMIIBHBIN TenedoH. ITO caMblil yIOOHBIN U OBICTPBIN CIIOCOO BOCCTAHOBUTH
nocTym K cueTy. [IpuBszanubiif TeneoH MOMOXKET, eciiu 3a0yIelIb CBOU TIATeKHBINA Mapoib WU
3aiJIenIb Ha CAT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnionp3yii oiHOpa3oBbie mapoiu. [locie mepexona Ha yCHIICHHYIO aBTOpH3AIIHIO TeOe yxe He OymeT
yrpoXaTh OMACHOCTh KPaXKH UITU TepexBaTa MIaTeKHOTO MapoJis;

3. Boibepu cnoxublit napons. [IpectynHukam OyaeT He IpOCTO yraaath CIOXKHBIN napoib. HanexHbie
MapoJIx - ITO NAPOJIH, KOTOPBIE COJEPKAT HE MEHEE 8 3HAKOB U BKJIIOYAIOT B c€0sl CTPOUYHBIE U
MPOMUCHBIE OYKBBI, HU(PPHI U HECKOJIBKO CHMBOJIOB, TAKHUE KaK 3HAK J0JuIapa, GyHTa, BOCKIUIATEIbHBIN
3HaK u 1.11. Harmpumep, $tROng!;;

4. He BBOJM CBOMU JIMUHBIE JaHHBIEC HA CaiiTax, KOTOPHIM HE JJOBEPSEIIIb.

DJIeKTPOHHAS MOYTA

DNEeKTpOHHAs MoYTa - TO TEXHOJIOTUSI U IPEIOCTABIISIEMBIE €10 YCIIYTH MO MEPECHUIKE U MOTYYEHUIO
ANEKTPOHHBIX COOOIICHHIA, KOTOPBIE PACTIPEACTSIOTCA B KOMIBIOTEPHOU ceTH. OOBIYHO AJIEKTPOHHBIN
MOYTOBBIN SAIUK BHITJISAUT CIETYIOIIUM 00pa3oM: UMsI_TOJb30BaTeNss(@uMs_joMeHa. Takke KpoMe
nepeiayu MpoCcTOro TEKCTa, UMEETCsl BO3MOYKHOCTD IepeiaBaTh (haiibl.

OcHOBHBIE COBETHI IO 0€30MacHO padoTe ¢ IMEKTPOHHOU MOYTOM:

1. Hago BbIOpaTh npaBUiIbHBINA TOYTOBBIN cepBHC. B MHTEpHETE €CTh OrPOMHBIN BBIOOp OECIIIIaTHBIX
MOYTOBBIX CEPBUCOB, OJJHAKO JIYYILI€ JOBEPATH TEM, KOI'O 3HAEIIb U KTO MEPBbII B PEUTHHTE;

2. He ykaspIBaii B 1muHOM TIoYTe JIMYHYIO HH(pOpMaruio. Hampumep, sydine BeIOpaTh

"My3bIKanbHbIN  paHaT@" win "pok2013" Bmecto "temal3";

3. Ucnonb3yii ABYXATAMHYIO aBTOPU3AIMIO. DTO KOTa TOMUMO MApOJisi HY)KHO BBOJUTH KO,
pHUcbUIaeMbIi 10 SMS;

4. Beibepu cloKHBIN TTapodib. JJis KaXX10T0 MOYTOBOIO SAIIKKA T0KEH ObITh CBOM HA/I€KHBIH,
YCTOMYMBBINA K B3JIOMY I1apOJIb;

5. Ecnu ecTh BO3MOKHOCTH HAMKUCATh CAMOMY CBOM JIMYHBIM BOIIPOC, UCTIONB3YH ATy BO3MOKHOCTH;

6. Mcnonb3yii HECKOJIBKO MOYTOBBIX SAIMIMKOB. [1epBhIii /U1 YaCTHOM MEPENUCKH ¢ aipecaTaMu, KOTOPBIM
ThI IOBEpSEIIb. DTO AIEKTPOHHBIN a/ipec HE HAJ0 UCIOIb30BaTh IPU PETUCTpalliu Ha popymax U
caiTax;

7. He oTkpeiBaii ¢aitnnel U Ipyrue BIOKEHUS B MUChMAaX, JaKe €CIIM OHH MPUIILTU OT TBOUX JAPY3ei.
Jlyunie yTo4HM y HUX, OTIIPABIISLTN JIU OHU TeOe ITU (ailibl;

8. [Tocne okoHuaHHs PabOTHI HA TIOYTOBOM CEpPBHUCE MEPE]] 3aKPHITHEM BKJIAIKH C CAUTOM He 3a0y/1b

HaxaTh Ha "Beritu'".



Ku0epOy/uIMHT WM BUPTYaJibHOE M3/1€BATEIbCTBO

KubepOymnuHr - mpeciieioBaHre COOOEHUSIMH, COACPIKAITUIMU OCKOPOJICHUS, arpeCcCHI0, 3aITyTHBaHHUE;
XYJIUTaHCTBO; COLMAIbHOE OOMKOTUPOBAHUE C ITOMOLIBIO PA3IMUHBIX HUHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI O 60PbOE ¢ KUOSPOYIITUHTOM:

1. He Gpocaiicst B 60#. JIyummii crioco0: TOCOBETOBATHCS Kak ce0si BECTH M, €CJIU HET TOT0, K KOMY
MOKHO O0paTUThCS, TO BHAYaJle YCIIOKOUThCS. ECiu Thl HaYHeIIb 0TBeUaTh OCKOPOJICHUSIMU Ha
OCKOpOJIEHUS], TO TOJIBKO €lIe OONbIIE Pa30kKellb KOH(IHKT;

2. Yrpasisiii cBoelt KubeppemnyTaiueii;

3. AHOHUMHOCTH B ceTH MHUMas. CyIIecTBYIOT CIIOCOOBI BBIACHUTD, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;

4. He cTouT BecTH XyJIMTaHCKUI 00pa3 BUPTyalnbHO u3HU. IHTepHET (puKCupyeT Bce TBOU CHCTBHS U
COXpaHseT uxX. Y 1anuTh uX OyeT KpaiHe 3aTpyAHUTEIBHO;

5. Co0umroaii cBOIO BUPTYAIbHYIO YECTh CMOJIOAY;

6. Urnopupyit ennHu4yHbINA HeratuB. OHOPa30BbIE OCKOPOUTETBHBIE COOOIIIEHNUS JTyIlle HTHOPUPOBATD.
OObIuHO arpeccus NpeKpamaeTcs Ha Ha4aaIbHON CTaJIHH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSIMH, B COIIMATBHBIX CETAX €CTh
BO3MOYXHOCThH OJIOKUPOBKH OTIPABKH COOOIICHHI C ONpeAeNICHHBIX aIpECOB;

8. Ecnu TbI cBUzeTenb kubepOyuHra. TBoM NEHCTBUS: BRICTYIUTH IPOTUB MPECIeOBaTENs, TIOKA3aTh
€My, UTO €ro JIEHCTBUS OLICHUBAIOTCSI HETaTUBHO, IOJIZIEPKATh KEPTBY, KOTOPOH HY>KHA
MICUXOJIOTHYECKAsi TIOMOIIb, COOOIIUTH B3POCIBIM O (DaKTe arpeCCUBHOTO NMOBEJCHUS B CETH.
MooniabHblil Tes1edoH

CoBpemenHble cMapTHOHBI U IIAHIIETHI COAepKAT B cede BIOJIHE B3POCIbi (DYHKIIMOHAT, U TEHEPb OHU
MOTYT KOHKYPHPOBAaTh CO CTallMOHAPHBIMU KOMIIbIOTEpaMu. OIHAKO, CPEJCTB 3AILMUTHI 17151 IOJOOHBIX
YCTPOMCTB IIOKa OYEHb Majio. TecTupOoBaHUE U IIOUCK YS3BUMOCTEH B HUX IIPOUCXOJUT HE TaK
MHTeHCUBHO, Kak 11 1K, To jxe camoe kacaeTcsi U MOOMIIbHBIX MTPHIIOKEHUN.

CoBpemeHHbIE MOOUIIbHBIE Opay3ephl yKe MPaKTUUYECKU JOTHAIN HACTOJIbHBIE aHAJIOTH, OJTHAKO
pacipenre pyHKIIMOHaIa BI€UET 32 COO0M OOJIBIIYIO CII0KHOCTh U MEHBIITYIO 3alIUIIIECHHOCTD.
Jlaneko He Bce MPOU3BOIUTENHN BBITYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOIINE KPUTHUECKHUE YI3BUMOCTHU IS
CBOUX YCTPOWCTB.

OcHOBHbBIE COBETHI /17151 0€30MaCHOCTH MOOMIIBHOTO TeaedoHa:

Huuero He siBnsieTcst mo-HacTosAleMy 6ecriaTHeIM. Byab ocToposkeH, Beib Koraa Tede npeanaraioT
OecraaTHBIA KOHTEHT, B HEM MOT'YT ObITh CKPBITBI KAKHE-TO IUIaTHBIE YCIYTH;

Hymaii, npexzie ueM otnpaButh SMS, ¢oto niam Buaeo. Thl TOUYHO 3HACIIb, I71€ OHU OyyT B KOHEUHOM
urore?

Heo0xo1uMo 0OHOBIIATH ONEPALIMOHHYIO CUCTEMY TBOEro cMapT(hoHa;

Hcnonb3yit aHTUBUPYCHBIE IPOTPaMMBbI 1J11 MOOUJIBHBIX TeNe()OHOB;

He 3arpy>xaii mpui10’)keHUsI OT HEU3BECTHOT'O MCTOYHMKA, BEJIb OHU MOTYT COZAEPKaTh BPEJOHOCHOE
porpaMMHOe oOecrieueHue;

[Tocne Toro kak ThI BBIMIEIIH C CaiiTa, T BBOIWI JUYHYIO HH(OPMAIINIO, 3aii1K B HACTPOHKH Opay3epa
u ynanu cookies;

Ileproanuecku npoBepsiii, KAKUE IUIATHBIE YCIYTH aKTUBUPOBaHbI HA TBOEM HOMEPE;

JlaBaii cBOif HOMEp MOOMIIBHOTO Tese(OHa TOIBKO JIO/IIM, KOTOPBIX ThI 3HACIIb U KOMY JIOBEpSEIlb;
Bluetooth nomken ObITh BBIKITIOUEH, KOT/Ia Thl KM HE TOJIb3yenibes. He 3a0b1Baii HHOT/Ia MPOBEPSITH 3TO.q



Online urpwl

CoBpeMeHHbIE OHJIAITH-UTPBI - 3TO KPACOYHBIE, 3aXBaThIBAIOILNE Pa3BICUEHUs, 00BEANHSAIONINE COTHH
TBICSIY YEJIOBEK 110 BceMy MUpY. Irpoku nccinenytoT JaHHbIM UM MUp, OOILIAIOTCS APYT C IPYTOM,
BBITIOJHSIOT 3aJJaHUsl, CPAKAIOTCS C MOHCTPaMH U MOJIY4atOT OIBIT. 33 yIOBOJbCTBUE OHHU ILIATAT:
MOKYNAIOT JUCK, OIUIAYMBAIOT A0OOHEMEHT UJIM IPHUOOPETAIOT KaKUEe-TO OILIUY.

Bce 3t cpenctBa uayT Ha noAJiepKaHue U pa3BUTHE UTPBL, @ TAKXKE HA caMy 0€30MaCHOCTb:!
COBEPIIEHCTBYIOTCSI CUCTEMbI aBTOPU3AIINH, BBIITYCKAIOTCSI HOBBIE MAaTYH (IIM(PPOBBIE 3aIIATKHU JUIS
IIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B nogo6HBIX Urpax CTOUT OIacaThCsl HE CTOJIBKO CBOUX CONEPHUKOB, CKOJIBKO KPakKH TBOETO IapoJis, Ha
KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3ALMK OOJIbIIMHCTBA UTP.

OCHOBHBIE COBETHI 10 O€30MACHOCTH TBOETO UTPOBOTO aKKayHTA:

1. Ecnn npyroii urpok BeneT cedsl MI0X0 MK CO3JaeT TeOe HEMPHUITHOCTH, 3a0JI0KUPYH €ro B CIHCKE
UTPOKOB;

2. IToxainyiics aAMUHUCTPATOPAM UTPHl HA IJIOXOE MTOBEJICHHE ITOr0 UTPOKA, JKEJIATEIbHO MPUIIOKHUTh
KaKHe-TO JI0Ka3aTeIbCTBa B BUJ/I€ CKPUHOB;

3. He yka3pIBaii muunyto nHGOpManuio B podaiisie urpsr,

4. YBaxkail Apyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii HeoumaibHble HaTYU U MOJIBI;

6. Mcnonp3yii Cllo’KHBIC M pa3HbIe TIAPOIIH;

7. Jlaxxe BO BpeMsl UT'PbI HE CTOUT OTKJIKOYATh aHTUBUPYC. [IoKa Tkl Urpaenib, TBOH KOMIIBIOTEP MOTYT
3apa3uTh.

@OUIIMHT WM KPaKa JUYHBIX JAHHBIX

OObIuHOM Kpaskel JIeHeT ¥ TOKYMEHTOB CETO/IHS YK€ HUKOTO HE YAWBHUIIIb, HO C Pa3BUTHEM HHTEPHET-
TEXHOJIOTUH 3I0yMBIIIJIEHHUKN IEPEMECTUIINCH B UHTEPHET, U MPOIOJIKAIOT 3aHUMAThCS " MI00MMBbIM"
JIEJIOM.

Tak nosiBMIIach HOBasi yrpo3a: HHTEPHET-MOILICHHUYECTBA WIIM (DUILIUHT, TJ1aBHAs 1eJIb KOTOPOTO COCTOUT
B [IOJIy4€HUHU KOH(QUACHIINAIbHBIX TaHHBIX MOJIb30BaTENIEN - JIOTUHOB U napoJsied. Ha aHrnmiickoM si3bike
phishing uynTaercs kax ¢pummHr (ot fishing - peidHas noBis, password - Haposb).

OcHOBHBIE COBETHI 10 O0PHOE ¢ PUIINHTOM:

1. Caenu 3a cBouM akkayHTOM. Eciu TBI MOZi03peBaeliib, YTO TBOSI aHKETa ObLIa B3JIOMaHa, TO
HE0OXO0MMO 3a0JIOKMPOBATH €€ U COOOIINTH aIMUHUCTPATOpPaM pecypca 00 ITOM KaKk MOKHO CKOpee;

2. Ucnionb3yii Oe301macHble BeO-CalThI, B TOM YHCIIE, HHTEPHET-Mara3nHOB M IOMCKOBBIX CHCTEM;

3. Mcnonp3yit crokHbIe U pa3Hble Mapoiau. Takum oO6pa3oM, eciu Tedst B3JIOMAIOT, TO 3710yMBIIIUIEHHUKH
NOJTy4aT AOCTYH TOJIBKO K OJJHOMY TBOEMY IPO(UITIO B CETH, @ HE KO BCEM;

4. Ecnu 1e0s B3IOMalu, TO HEOOXOAMMO IPEIYNPEAUTH BCEX CBOUX 3HAKOMBIX, KOTOPBIE 100aBJIEHBI Y
T€0s B IpY3bX, O TOM, UTO T€OS B3JIOMAJIU U, BO3MOKHO, OT TBOETO UMEHHU OYAET pacchuiaTbCs CliaM U
CCBUIKM Ha (DMILTMHTOBBIE CANTHI;

5. YcranoBu HagexHbli mapoib (PIN) Ha MoOubHBIH TenedoH;

6. OTKIIFOUN COXpaHEHUe NapoJis B Opaysepe;

7. He oTkpbIBaii ¢aiisibl ¥ Ipyrue BIOKEHUS B MUChMaX, Aa)Ke €CIIM OHM MPUILLIN OT TBOUX JIPYy3€i.
Jlydie yTOYHM y HUX, OTIIPABIISUIN JIU OHU TeOe 3T (paiibl.

Hudposas penyrauus

[udposas penyraius - 3T0 HEraTUBHAS WM NO3UTUBHAsI MH(OpMaIHs B ceTH o Tebe.
Kommnpomerupytomnias uHpopmarius, pa3MenieHHas B MHTEPHETE, MOKET CEPbe3HbIM 00pa3oM OTPa3UThCS



Ha TBOeH peanbHOM *)u3HHU. "[{udpoBas pemyranus" - 3T0 TBOW UMUK, KOTOPBIH (OpMHUPYETCS U3
nHpopMmaiuu o Tebe B UHTEpHETE.

TBOE MeCTO KUTENbCTBA, y4eObl, TBOE (PMHAHCOBOE TOJI0KEHUE, OCOOEHHOCTH XapaKTepa U PacCKasbl O
ONMU3KUX - BCE 9TO HAKAIUIMBACTCS B CETH.

MHorue nogpoCTKH JETKOMBICIIEHHO OTHOCATCS K MyOJUKaUK JM4HONH nHpopManuu B IHTepHeTe, He
IIOHMMasi BO3MOXKHBIX ocsiecTBUN. Thl Jajke HE CMOJKEIlb 10rafiaThCsi O TOM, 4To (hoTorpadus,
pasMeleHHas 5 JeT Ha3aj, CTaja MPUYMHON 0TKa3a MPUHATH Te0s Ha paboTy.

KommenTtapuu, pazmemienue TBoux ¢ororpaduii 1 qpyrue 1eiHCTBUS MOTYT HE UCUE3HYTh JaKe TOCIIe
TOr0, KaK Thl UX yJalulllb. Thl HE 3HACIlb, KTO COXPaHWJI 3Ty HH(GOPMALIHIO, II0I1aJIa JIM OHA B [IOUCKOBBIE
CHCTEMBI U COXpPaHMJIACh JIM OHA, a INIABHOE: YTO MOAYMAIOT O TeOe OKpPY’KaIOLIHe JII0IU, KOTOPbIE HAUIYT
U YBUIAT 3T0. HaliTi nH(OpMaIfio MHOTO JIET CITYCTsI CMOKET JIF000H - Kak U3 JOOPBIX MOOYKICHHIHA,
TaK ¥ ¢ HAMEPEHUEM IPUYUHUTH BpeA. ITO MOXKET OBITh KTO YTOAHO.

OcHOBHBIE COBETHI 10 3aIuTe HU(POBOH penyTanuu:

1. ITogymaii, nmpexae 4eM 4To-To MyOIMKOBaTh U NepeaBaTh y ceOs B 6J0re UM B COLIMAIbHOM ceTH;
2. B mactpoiikax npouiisi ycTaHOBH OTpaHUYEHHUS Ha TPOCMOTP TBOETO MPOQHIIS ¥ €T0 COACPKUMOTO,
czenail ero Tosbko "nius apyseit'”;

3. He pa3memnaii u He yka3biBail HH(pOpMaIHIO, KOTOPas MOKET KOro-JIO0 OCKOPOJIATh MIIM OOMKaTh.
ABTOpCKOE MPaBo

CoBpeMeHHBIE CTYICHTHI - aKTHBHBIE MOJIb30BaTeIH HU(PPOBOro mpocTpancTa. OIHAKO JaleKo HE BCe
3HAIOT, YTO MOJIb30BAaHNE MHOIMMH BO3MOXHOCTAMU U(POBOro Mupa TpedyeT coOI0AeH s IpaB Ha
MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepmuH "HHTENIEKTYyalbHasi COOCTBEHHOCTh" OTHOCUTCS K Pa3IMYHBIM TBOPEHUSM YEIOBEYECKOT0 yMa,
HAYMHAs C HOBBIX N300pEeTEeHM U 3HAKOB, 0003HAYAIOMINX COOCTBEHHOCTh HA MPOIYKTHI U YCIYTH, U
3aKaH4YMBasi KHUTaMH, poTorpadusMu, KHHOPHIEMaMH U MY3bIKQIbHBIMUA IPOU3BEICHUSMHU.
ABTOpCKHE ITpaBa - 3TO MIPaBa Ha UHTEIIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS HAyKH,
JUTEpaTyphl U UCKYCCTBAa. ABTOPCKHE ITpaBa BbICTYNAIOT B KAUE€CTBE rapaHTHH TOTO, YTO
MHTEJJIEKTYaJIbHBIH/TBOPUECKUN TPYA aBTOpa HE OYAET HallpacHbIM, 1aCT €My CIIPaBeIMBbIE
BO3MO>KHOCTH 3apa0boTaTh Ha pe3ylbTaTax CBOEro TPYAa, MOJYyUYUTh U3BECTHOCTh U Ipu3HaHue. Hukro
0e3 pa3pelIeHns: aBTOpa HE MOXKET BOCIIPOM3BOIUTH €0 IPOU3BEACHUE, PACIIPOCTPAHATD, yOJINYHO
J€MOHCTPHPOBATh, IPOJIaBaTh, UMIOPTUPOBATH, TyCKATh B MPOKAT, MyOJINYHO HCIIOJIHSATS,
MTOKa3bIBaTh/UCHIOIHATH B 3(pupe min pazmemiars B HTepHeTe.

Hcnonp3zoBanue "mupaTckoro’ mporpaMMHOTO 0OECTICYEHHS MOKET MTPUBECTU K MHOTUM PUCKaM: OT
MOTEPU JAHHBIX K TBOUM aKKayHTaM J0 OJOKMPOBKH TBOETO YCTPOMCTBA, I/le YCTAHOBJIEHA HeJleralbHas
nporpamma. He cTouT Takske 3a0bIBaTh, 4TO CYLIECTBYIOT JIeTalbHbIE U OECIUIaTHbIE IPOTPAMMBI,
KOTOpBIE MO>KHO HalTH B CETH.

ITAMATKA JJIs1 PABOTBI B MHTEPHETE

B uHTepHeTe He CTOUT MEPEeXOAUTh MO CCHUJIKAM M HAXKUMATHh KHONKHM BO BCILIBIBAKOIIMX
COO0IEHUSX, KOTOPbIE KAXKYTCS NMOA03PUTEIbHBIMH.

He 3arpysxaiiTe npuioKeHus, KOTOPbIE KAKYTCS BaM CTPAHHBIMU WJIM HAXOASATCS HA HEU3BECTHOM
caiite. He yBepeHsl, 4To muchMoO HacTosmiee? 3anaite cede Ciaeayrolie BOMPOCKl: He MOJ03PUTETbHBIN
Ty OTIPABUTEINS aApec dAEKTPOHHOU mouThl? Mcnonp3yeTcs au 0e3nuyHoe nmpuBeTcTBUE? MHOTrO Jin
opdorpadudeckux ommOok? [IpITaeTcs 11 aBTOp MUCbMa CO3AATh OIIYIIEHUE CPOYHOCTH?



Jus 3amMThl JMYHON WHGopManuu NpHAyYMaiTe HANEKHBIH NMApPOJIb H HUKOMY €ro He
cooOmaire. 11 Kaa0ro pecypca CTOUT MCIOJIb30BATh YHUKAJIbHbIE JIOTUHBI M MAPOJIH.

UroObl  0e30macHO  XpaHUTh  pasHble Mapoiud s pasHbIX  YYETHBIX  3ammucei,
UCMOJNb3yHTE MEHEKEp ~ maposied 1 yoenuTech,  4TO A KaXJIOM  y4eTHOH  3alucH
HCIIOJIB3YCTCA CIIO>KHBIN napoJib, COCTOHH_[I/Iﬁ MUHUMYM U3 10 cMMBOJIOB — 3arjaBHBIX W CTPOYHBIX
OYKB, UHCEJl ¥ CIIEL[UAJIbHBIX 3HAKOB.

Hukorna He npexocraB/isiiiTe CeKpeTHbIe CBEeHUs, HAIIPUMeEP, HOMEP cYeTa WIH MapoJib
B OTBeTe HA CO00IIEeHNE YJIEKTPOHHOM MOYTHI MJIH B COMATBbHBIX CeTHAX.

Hukorna He oTBeuailiTe Ha MPOCHOBI MPUCIIATH ACHBIH OT «UYJICHOB CEMbH», Ha MPEIJIOKEHUS O
C/IeTIKe, KOTOPBIC CIUIIKOM XOPOIIH, YTOOBI OBITH MPABIOW, HA COOOIICHUS O PO3BITPHINIAX JIOTEPEH, B
KOTOPBIX BbI HE YYaCTBOBAJIM, HJIA JPYTHE MOIICHHHYECKUE COOOIICHHMS.

IIpe:kae yeM BBOAMTH CeKpPeTHbIE CBeleHUs B BeO-(hopMe MM Ha BeO-CcTpaHuUIle, 00paTuTe
BHHMaHHE HA HAJIMYHE TAKUX NMPU3HAKOB, KaK a/ipec Be0-CTPaHMIbI, HAYNHAKOIMIicA ¢ npedukca
https m 3Hauka B BHje 3aKPbITOr0 3aMKa PAJAOM C aJAPeCHOH CTPOKOH, KOTOpPbIi 0003Ha4aeT
0e3omacHoe coeJUHEHUE

[Tpexxne yem my6nukoBaTh yTo-TO B IHTEpHETE, ClIPOCUTE Ce0sl: XOTUTE JIU BbI, YTOOBI BaIllU
paboToaTenn, KIMSHTHI M POJICTBEHHUKH 3HAIU 3T0? J{axke Takue qaHHBIC, KaK CTaTyC BalIkX
OTHOIICHUHN WM JJOMALTHUH aJipec, KOTOPhIE MOTYT MOKa3aThCsi 0€300MIHBIMU, MOTYT OBITh
HCIIOJIb30BAHBI BO BPEA, CCIIN UX YBUIAAT HE TC JIFOJU.

Jlng Oe30macHOCTH OOINEHHSI B CONHMAJBHBIX CETAX OCTABJANTE KAK MOKHO MeHbIIe
JaAHHBIX 0 ce0e M H30MPpaTeIbLHO MOAX0ANTE K MPeNJI0KEeHUsIM 0 ApYKoe.

He Bce, xoro Bbl BcTpeuaere B MHTepHETe, SBIAIOTCS TEMH, 3a KOTO ce0s BBIIAIOT.
KubepripecTylmHHKH 9acTO CO3/al0T MOAJACIbHBIC MPO(PUIN B CONMAIBHBIX CETAX, YTOOBI BCTyNaTh B
HNEPCIUCKY C I[OBep‘-II/IBI)IMI/I I10JIB30BAaTCIIIMA U 06I/IpaTI> nx BHGKTPOHHI)IC KOUICJIIBKN — WJIN ACJIaTh €IS
YTO TIOXYXKE.

Ilepexn mnpocMOTPpOM BXOAAIIMX IHCEM HAa JJICKTPOHHOM sfIIMKE, IPOBEepbTe ajapec
ornpasure’isi. [logo3puresibHble MUCbMA CMEJI0 OTHPABJsATE B ClaM, 0COOEHHO €CJIH B TAKHX
MHACHMAX COIEPKATCS MPUKPeEIUIeHHbIE (PalJIbl.

He OTKpI)IBafITe MOAO3PHUTECIIBHBIC NMHCbMa CTPAHHOI'O MNPOUCXOXKICHUSA, HE HOI[I[aBaI\/'ITeCB Ha
coJiep Kallrecsl B HUX COMHUTEIbHBIC TTPEIIIOKEHHS JIEFKOTO 3apaboTKa, HE BHICHUIAMTE HUKOMY ITapOJIH
OT BalllUX aKKayHTOB, HE OTKPBIBAWTE MPUKPEIUIEHHBIE K MHUCbMaM MOJO3pUTENbHbIE (Dalabl U HE
MEPEXOAUTE T10 COACPKALMUMCS B HUX MOJO3PUTEIBHBIM CChUIKAM.

Jisl ckauyuBaHUSl KAPTUHKU MJIM MeJIOAUM BaM Npeaiarat ornpasuts cMc? He ciemmre!
CHauyaJjia npoBepbTe 3TOT HOMEP B MHTepPHeTe — 0e30MaceH JiM OH M He 00MAaHYT JIM Bac.

Ecnau BBl Bce eimie He yBEpEeHBI, CBSKUTECh ¢ (PUTYpPUPYIOIIECH B COOOMIEHWH KOMIAHUEH 10
opuMaIbHBIM KaHallaM, TaKuM KaK BeO-CaliT WJIM CTpaHMIla B COIMAIBHBIX ceTsAX. Bcerma myurie
MIPOBEPUTH U MEPENPOBEPUTD, YEM PUCKOBATH CBOEH 0€30MaCHOCTHIO.

CocTaBui 9—«/// ITpunannukos B.E.

WHKEHEP-TIPOIPAMMHUCT
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